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Claims Up Front

= “Black Swans” = Bogus Term
=> Black Swan!

Our ability to assess “Weak Signals’ ex
| have my doubts

Utility of “Orientation” conducted separately
from “Navigation” is low
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(Naturally:) We need to (continue to) rethink our
anproach towards “mabobpina’ the future




Overview

= Foresight and Risk Assessment within
the Netherlands

= National Security Strategy and National
Risk Assessment

= Some (potentially interesting) Methods
employed in NL foresight and risk
assessment

= Conclusion
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Foresight and Risk Assessment
In the Netherlands’Government

Various intradepartmental and cross
departmental foresight exercises:

e.g: Future Defence Survey (a joint
the Ministries of Defence, Foreign Aff
Interior, Justice, Finance);

One whole-of-government fore3|ght AND risk
assesment exercise:
Strategy National Security
National Risk Assessment
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Dutch National Security Strategy
(2007)

Formulated Five Vital Interests plus
Definition of National Security:

Territorial

Physical

Economic

Ecological
Political-Social Stability

Not a Grand Vision but a “living”
document: a planning procedure
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Planning for National Security —
The Dutch Model (2007)

Fore‘sight Risk ass‘essment Capabilitie‘s planning

| | 1 | | 1
Process 1. Government-wide analysis 2. Strategic planning 3. Follow-up

Required
capabilies

Measures

Capabilities gap ; .
egislation
National Werk
Product [ Report RO Risk programme Capability-
strategic themes and hreat-picture Picture asks and requirement
foresigh scenarjg capabilitie

The Hague Centre for Stratedic Studies

Cabinet Cabinet Cabinet decides
ision- decideson selects on capabilities
. themes for priorities on to be
Ing thematic basis of strengthened

in-depth national risk through normal

analyses picture budget system



Forward Planning for National Security

1. Government-wide anal 2. Strategic planning

A. Strategic B. Horizon- : Required Current
foresight scanning capabilies capabiliities
C. National : Planning
; Risk
risk- assumpt

| ioritization ) Measures
assessment ions

B. Thematic in-depth
X Capabilities ga
foresight p gap Legislation

National

The Efague Centre for Strateffic Studies

Report " ey,
strafegic themes and Risk piogramme Capability
foresigh ' Picture capabilitig requirement

Cabinet
decides on

Cabinet Cabinet capabilities to
decides on selects be
themes for prioritieson strengthened

thematic basis of through

in-depth national risk normal
analyses picture budget

system



Government-Wide National Risk Assessment
Methodology

National Risk Assessment (NRA) Methodology:
> Threats

. » Hazards
Incident
scenario

Likelihood

Multi Criteria Analysis

Risk profile

Risk presentation

A. Likelihood of Risk Scenarios
B. Impact of Risk Scenarios
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Government-Wide National Risk

Assessment- — Assessing likelihood

Quantitative (%) Qualitative description of danger
< 0,05 Highly improbable

0.05-0.5 Improbable

0.5-5 Possible

5-50 Probable

50 - 100 Highly probable

Dangers

Quialitative description of danger

No concrete indication, and event is thought to be inconceivable
No concrete indication, but event is conceivable
No concrete indication, but event is conceivable

Eventis thought to be quite probable

Concrete indication event will occur



Government-Wide National Risk
Assessment — Assessing Impact

B. Impact of Risk Scenarios
1. Development of worst credible scenarios

2. Impact assessment on 10 impact criteria
_
- Expected value (+ highest & lowest values)
1-6 th X (X] )
- Subcriteria & indices -> 10 criteria scores :

> 6 months
- Scores in outlined classes 0, A-E

: E
densify. +1 =mall popuwlation density: -1

Territorial safety

Human safety

The Hague Centre for Strategic Studies

Economic safety

Ecological safety

Political & social
stability
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Impact assessment

Territorial

\.

.,‘ Economic

T T T HHR\\-\_\
P S
=

Total impact score
of scenario

Impact scores /-_'_'_"_____,._._--_-_-_-:f___.------""
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NRA overview of risks 2008-2010

= 39 scenarios over 7 themes:

= Climate Change (9 scenarios)

= Energy Security (5)

= Polarisation and Radicalisation (11)
= Organized Crime (3)

= |CT-Blackout (4)

= Massive Disaster (5)

= Scarcity(2)
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Government-Wide National Risk Assessment

2008

13 threat scenarios
Flu Pandemic / Mild
Flu Pandemic / Serious
Heatwave/drought
Flooding EDO
Flooding DR14
Country-wide blackout

Intentional electricity
disruption

Oil geopolitical
Animal activism
Poltical salafism
Left extremism
Right extremism
Muslim extremism

2009

33 threat scenarios,
clustered in 6
‘themes’:

Climate change
(+flooding and flu));
Security of energy
supply;

Polarisation and
radicalization;
Disruption of ICT-
infrastructure;

Interweaving of under-"*

and upperworld,;
Serious accidents (+
chemical and nuclear
accident).

2010

6 new ones/3
themes

Cyberconflict

Disruption Internet
exchange

Food scarcity
Mineral scarcity
Rail accident
Maritime accident
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2008 Risk Diagram

Catastrophid <o Flooding EDO

® Flooding DR14 ® Pandemic flu severe

e Olie geopolitical
® Pandemic flu mild

Very severe : . :
= intentional electricity

- “disruption

: _ - e Political Szalafism
® Mushm extremesm ; o Nationw ilo bl kol =

: ® Heat - drought
Significant ° Al\win*sal rights activism

- = e- Right wing extrenssm =

Limitad e Left wing extremism

Very unlikely Unlikely Possible Likely Very Likely
Likelihood
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Catastrophic

Substantial Serious  Veryserious

Limited

2009 Risk Diagram

Flooding western coast
*» =
Flooding Randstad area

Wilful long lasting electricity

!

o,

o Nuclear incident Criminal interference in_—

vital businesses
A 9 1= o i\ A B H
o Flooding Rijn-lJssel River Wilful disruption
_~ & — electricity
Confrontations far right and
mmigrants

* Muslim extremism
Chemical incident
*

Wilful disruption of
natural gas distribution

ICT blackout in a vital sector

o ’f_livi unrest in urban districts

blackout

Mass polarisation + Flue pandemic (severe)
lass polarisatic ' /

& lligitimate influencing of
+ public administration
Disruption of IP network
Qil geopolitical
o Flu pandemic (mild)
* Enclave formation
* Animal rights extremism Heavy snow storm
Black ice
s . ; * * Political salafism (mild)
* Political salafism (violent) s . /
* Mationwide electricity
- blackout

o Very heavy storm

@ .

. . . Wildf

* Animal rights activism Idfire
.H ght wing extremism

* Heat and drought

* Left wing extremism

+ Corruption of stock trade

Highly unlikely Unlikely Possible

Likely Highly likely
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2010 Risk Diagram

Overstroming EDO
* :
Overstroming DR1g

Catastrofaal

electriciteitsuitval

/

Massapolarisatie

¢ Nucleair incident
Confrontatie allochtonen

¢ Overstroming Rijn-1Jssel Lextreem rechts

Moedwillige
verstoring elektriciteit

Zeer ernstig

o Maritiem ongeval

Onrust in probleemwijken /
¢ Moslim extremisme

Ernstig

Chemisch incident

* ./\ Moedwillige verstoring gasleverin
Spoorwegongeval g g8 g

Aanzienlijk

Beperkt

. Uitval Internet Exchange

Moedwillige langdurige

Criminele inmenging
vitaal bedrijfsleven

# Ernstige grieppandemie
Verstoring IP-netwerk (ICT)

Beinvloeding openbaar bestuur

Mineraal geopolitiek

Olie geopolitiek -t Milde grieppandemie

Cyberconflict Enclavevorming
* Dierenrechtenextremisme ¢ Sneeuwstorm

- @ iti
o Politiolsaianone lJzel o Politiek salafisme

merEen ¢ |andelijke black-out
o Moedwillige ICT-uitval electriciteit
vitale sector

& Zware storm

Voedselschaarste
¢ Natuurbranden

¢ Dierenrechtenactivisme

& Rechts extremisme
¢ Hitte-droogte

¢ Links extremisme

Beinvloeding
¢ aandelenmarkt

Zeer onwaarschijnlijk Onwaarschijnlijk Mogelijk

Waarschijnlijk Zeer waarschijnlijk



NRA: some reflections (1)

= Recieves good reviews internationally
(OECD)

= |nternational Collaboration: e.g. UK,
Singapore, France.
= NRA moderately succesful nationally:
Not very well known outside the government
Kickstarted interdepartmental collaboration
Transparant Process
Apples and pears

Capability planning still politically contested
process (obviously!) but some real “successes”
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NRA: some reflections (2)

NRA “Strong” on Risk, “Weak” on
Uncertainty?

“Exhaustiveness” explicitly not an
objective; ‘Comprehensiveness’is.

(see next section)

NRA = Instrument to feed capability
planning process

Putting politically sensitive or unpopular
risks on the agenda remains a problematic
ISsue



Some (potentially interesting)
methods employed in NL foresight
and risk assessment

1) 3 Branches of foresight

2) Metafore

3) Statplanet

4) System dynamic modelling
5) Risk dimension analysis
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1) 3 Branches of Foresight

Foresight 1.0

Foresight 2.0

Foresight 3.0

The Hague Centre for Stratedic Studies

£ rimacome Analyst Network Ve

(used in NRA)



2) Metafore

= Bandwidth of (expert) views on future
developments across language domains

HCSS Scenano database

nnnnnnnnnnnnnn

nnnnnnnn

The Hague Centre for Stratedic Studies

(used in Government wide Strategic Foresight and Defence Future

‘ Survey)
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Metafore: sources

Count of Source

N =
30
-— -— —
25
20 — = Slavic
15 — | | B ¥ English
10 — » B B B -— B ® Chinese
- = E = I
5 -_—
-_—
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1991 1993 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 undated

By type .
i, ytyre C Total: 265 sources > By language
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Organization Type

» Books

™ Government
® GO

¥ Interview

™ Military

® NGO

W Research

m (blank)

/'

¥ Chmese

™ English

» Slavic



Metafore: Coding of Drivers and Parameters
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As the preceding discussion suggests, trends within Middle Eastem societies will
have a substantial influence on the future shape of the region as a whole. At the
same time, a number of key trends on the regional and global level will also
drive the nature of conflict and the strategic environment toward the year 2023
These key drivers in-clude

» the search for strategic weizht through { tary technologies
strategies

*  zrowing economic dimensions of security and regional geo-politics,

» the erosion of traditional distinctions between the Middle East-em and
adjacent secunity environments as a result of “reach™ and spillovers,

* unresolved regional frictions and threats to the temitorial status quo

*  new security geometries (aliznments), and

» the role of extraregional powers—above all the United States.

The Search for Strategic Weight

A leading characteristic of the future environment in the greater Middle East is
likely to be the contiming searchfor strategic “weight” on the part of ambitious
regional actors. The search for greater weight in regional and ntemational
affairs can take many forms, including active diplomacy, new geopolitical
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Metafore: Parameters — Values
Languages

Chinese parameters

CrosSs

English parameters Slavic parameters
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Metafore: (Meta-)Analysis
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Parameter 4

Parameter arameter 2 Param

¥

6a. How do we interpret these data (what do we see here?)
6b. What does all of this mean for Security and Defence?




3) Statplanet

= What do we (think we) know?
Quantifying qualitative assertions

= Visualize hypotheses and boundary
conditions L —
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(used in Defence Foresight; work in progress)
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[ Multiple Stress Zones

|| All regions

Unemployment - % labor force

(World Bank 2007) o3 9,

Gender Imbalance - % female
(World Bank 2009) 5q.8

— —
m H i[ i m | Youth Bulges - % 15-24 age group (United Nations 2010 ) (2009) w |

Youth Bulges - % 15-24 age
group (United Nations 2010) 173
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http://db.naatje.nl/db/statplanet/8/StatPlanet.html

4) System Dynamic Modelling

= Explore multiple futures (parametrized driver input
and interaction/feedback loops between drivers)

= Simulate (and run) millions of scenarios

= Look for “scenario islands” (spikes) in the scenario
runs and for outliers
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(used in NRA)
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5) Risk Dimension Analysis (work In
progress)

*NRA: “Exhaustiveness” not key objective; Comprehensiveness’.

= Central Issue: which risks can add to building a comprehensive portfolio of
capabilities?

» Real Qu estion: Do we cover the risk spectrum?

= Analysis NRA on Risks Spectrum

= Actors: perpetrators and victims: e.g. state, corporation, individual, terrorist etc.

. Timehorizon: both of drivers as well as manifestation of risks: e.g. seconds, minutes, hours,
days, weeks, months, years etc.

= Geographic dimension: e.g., sea-land-air-space-cyber but also urban versus rural, global,
regional, national, local etc.

= Threat Type: e.g., man-made versus natural disaster; upside versus downside; external versus
internal; conventional versus “out-of-the-box”

= Impact and likelihood : e.g. high versus low as well as the Five Interests (territorial, physical,
economic, ecological , socio-political)

= Driving Factors: e.g., ecological, polarization, demographic, military, technological, energy etc.



Conclusions (1)

= (Continue to) rethink our approach towards mapping the
future

= (Continue to) expand and diversify our toolkit in mapping
the future (security) environment

= Connect ‘orientation’ with ‘navigation’

w
L
o=
o
)
-
W
Sh
D)
o+
(o]
-
e
v
—
L
D)
-
-
c
L
O
=
5
=
M~




Conclusions (2)

= Need to try to delineate better what we do (think we) know
and what we don’t know (Rumsfeld)

E.g: through “Parametrized boundary conditions” (e.g.,
population growth)? “Unknown
How? Ne

=

‘
Unknown

Yes )
Knowns

| Yes No

= Embrace the concept of the Black SWaN  cowermon thacwe knos it2

First-order knowledge
Do we know it?
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by placing it at the heart of strategic
planning (which starts with orientation!)




